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OMCKHI IPOMBILIIIEHHO-9KOHOMHYECKHH KOJIIEIK

ITporpamma 00y4eHusl TpaBHUIaM MOBEICHHUS B HHTEPHET-IIPOCTPAHCTRE

[1P-04-01-18

1. IlacnopT mporpamMmsl

1.1 HammeHnoBanue nporpammel: [Iporpamma oOydeHus npaBuiiaM MOBEACHHS B
HMHTEPHET-IIPOCTPAHCTBE M NPO(HUIAKTHKE HWHTEPHET 3aBUCHMOCTH OOyYaroIuXxcs
0I0/KETHOTO TMpodecCHOHANEHOr0 06pazoBaTensHOro yupexaenus OMckoit o61acTu
«OMCKH# IPOMBIILIEHHO-3KOHOMUYECKHH KOJUIEK.

1.2 Ilenp mnporpammbl: Co3ganue ycnoBuit ¢opmupoBanus 6Ge3zomacHom
MHpOpMaIMOHHON cpensl oOyvarommxcs Kosutemka mpu oOydyeHHMH, OpraHu3alyy
BHey4eOHOH  JeATeNbHOCTH M CBOOOJHOM  HCIOJB30BAHHM  COBPEMEHHBIX
¥H(OpPMaILMOHHO-KOMMYHHKAIIMOHHEIX TeXHOIOTWH (B yacTHOCTH ceTr MuTepHeT).

1.3 3agaum nporpaMMel:

- (hoopMUpOBaHHE U paCIIMPEHHUE KOMIIETEHTHOCTEH pabOTHUKOB 06pa3oBanus B
obnactu Me1uabe30acHOro NOBeIeHUS JeTel U MOAPOCTKOB;

- (opmupoBanus HMHPOPMALMOHHOM KyIbTYpHl Kak (akrtopa obecnedeHus
HHGOpMaLMOHHOM 06e30MacHOCTH;

- H3yYEHHE C HOPMATHBHO-IIPABOBLIX JOKYMEHTOB I10 BOIIPOCAM 3allIMThI JeTeH
0T HH(OpPMALIMK, NPUUMHSIONIEH Bpel UX 3J0POBBIO H PAa3BHTHIO;

- dopMupoBaHHe 3HaHHH B o0nacTH 6e30macHOCTH  0OydJarOIUXCS
ucnons3yromux MHTepHeT;

- OpraHM3alMH [IPOCBETHTEIBCKOM paboThI ¢ pOTUTENAMH U 00IECTBEHHOCTBIO.

1.4 Cpoxu peanmsanuu nporpammsl: Ilporpamma peanmsyercs B nepuop c

01.09.2018 r. no 31.08.2019 r.
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OMCKHIt TPOMBIIIIEHHO-9KOHOMHYECKHH KOJITe Ik

IIporpaMma 00y4eHHs NpaBUIIaM NOBE/ICHUS B HHTEPHET-IPOCTPAHCTBE

ITP-04-01-18

2. IlepeyeHb OCHOBHBIX MePONPHSITHII peaJnu3alHi NPOrpaMMbl

Ne MeponpusiTie Henesas Cpoku OTBeTCTBEHHBII

n/n ayauTopus

1 Tecruposanue ofyqaroluxcs Hanpasiennoe | Ofyyamnmmpecs centaOpp 2018 r. | pykoBoamrens [{IPBJ
Ha BBIABJIEHHE YPOBHI HHOOPMAIHOHHOM
TPaMOTHOCTH

2 TectupoBanue 06yuaOWKXCS ¢ LB Ob6yuatoinecs ceHTs0ps 2018 NeJaror-ncUxonor
BBISIBJIEHHS JIML C HHTEPHET-3aBUCHMOCTEIO

3 Wunusunyanenas padora ¢ o0yyaiommMucs Ob6yuatoumecs 110 Mepe Megaror-rncuxonor
noBepxKeHHbIX HHTepHeT 3aBHCHMOCTH HEe00X0AUMOCTH

4 [Iposenenue pparmenTa 3aHsATHs, KnaccHoro | Ofyualommecs 1 pa3 B cemecTp 3aMm. qupextopa (YP)
4aca WIK IEI0BOM HIpbl

5 JleMoHeTpanys HHGOPMALMOHHBIX Oofyyvatomuecs eXKEMECAYHO pykosoautens LIPBJI
BHACOPONHMKOB H MYJIBTHHIEMOB Ha
BHIE0IKPAHAX KOJIIEIKa

6 Iposenenune BeepoccHickoi KOHTpoONBHOI Obyuatoinecs CPOKH 3aM. aupextopa (YP)
paboTel Mo HHGOPMALMOHHOI Ge30NacHOCTH ONpeaearTes
(oHnaiin-tect) Ha noprane Equnoro ypoka pecypcom
g pered www.Ennnblitypok. netu,

7 Hudopmupopanue 00ygaommxcs o Ob6yyarowmecs B TEYEHUH roja 3aM. nupekTopa (YP)
KHOEepOe30MacHOCTH U MOBEAEHHH B CETH
HHTepHeT nocpecTBOM pasMelueH s
HH()OPMALMOHHBIX MATEPHAIIOB Ha
opuumanLHOM caiite Konnemka

8 Opranuzauus 1 NpoBefeHHe POIUTENLCKOrO | Pomurenw/ nexabpb 2018 pykoBoauteas LIPBJI
coOpanus Ha TeMy «Be3onacHoCTs Jereil B 3aKOHHBIE
ceth MHTepHeT NpencTaBUTeNN

o0yyaroumxcs

9 OpraHu3auus TecTHpoOBaHMA Ponurenwu/ CPOKH pyxkosonutens LIPBJI
poIOuTeNEi/3aKOHHBIX TIpeACTABUTENEH Ha 3aKOHHbIE OMpenensoTes
caiite npoekra "CeTeBHYOK" NpeICTABUTEIH pecypcom
WWW.DONHTENI.CETEBUYOK. pd). 00yyaoImuxcs

10 Hudopmuposanne poauTeneii/3akoHHBIX Ponurenw/ B TEUEHUH roaa 3aM. aupektopa (YP)
npeacrasutenei o kubepbesonacHocTH 3aKOHHbIE
MOCPEACTBOM pa3MelleH s NIPEICTaBUTETH
MH()OPMaLHOHHBIX MaTEPHAJIOB Ha obyuaroumxes
opuuHaHOM calite Konnenxa

11 O3HakoMIIEH# e C PEKOMEHJALIAMH 10 [Menaroruyeckuit | centsbpn 2018 . | 3am. nupektopa (YP)
HurepHeT-Oe30nacHOCTH AT poauTeneit u KOJUIEKTUB
nereit

12 Oprannzauns caMmoo0pa3oBaHus [lenarorumueckuit | B TeyeHHH rona 3aM. aupektopa (YP)
NeJAroru4ecKux padoTHUKOB M0 JAHHOH KOJIEKTHB
TeMme ¢ ucnonb3osanueM MHTepHeT-pecypeos

13 O3HakoMIeHUE MeJarorHyecKoro llenaroruueckuit | no mepe 3aM. gupektopa (YP)
KOJUIEKTHBA ¢ HOPMATHBHO-TIPABOBBIMH KOJUIEKTHB He00X0AUMOCTH
AOKYMEHTAMH (HITH H3MEHeHHSAMH B HUX) 110
BOTIPOCAaM 6€30MacHOCTH NeTeH B CeTH
HuTeprer

14 Opranu3auys MOHHTOPUHIA BBISBIICHHUS Obyuvaroumecs Maif 2019 pyxosonutens [IPBJI
YPOBHA 3HaHuI o0yuatoLuxca B obnacTu
Uureprer Ge3onacHocTr

15 CocraBnenue oTyeTa Mo pesynbTaTam AIMHUHHCTpauus | HroHb 2019 pykoBoauTens LIPBJI
BBITIOJHEH S TPOrPaMMEI
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OMCKHiT TPOMBIIUIEHHO-)KOHOMHYECKHH KOIEK

— [Iporpamma 00y4eHHs NpaBHJIaM IIOBECHHS B HHTEPHET-IIPOCTPAHCTBE
I1P-04-01-18
IIpunoxenwue 1.
ITamsaTka 1 obyqarommxcst 06 HH(GOPMALMOHHON 6e30MacHOCTH JIeTel
HEJIb341
1. Bcem mompsn coobumiaTe CBOKO YacTHyl0 HMHGOpMalMio (HACTOSINHE WM,
amummio, TenedoH, agpec, HOMEp ILKOMBIL, a Takke (OTOrpaduu CBOM, CBOEH
CEMBH H Jpy3ei);
2. OTkpelBaTh BIOXEHHBbIE (AMIBI 3JIEKTPOHHON IIOYTHI, KOrJa HE 3Haelllb
OTIpaBHTEJIS,;
3. I'pybuth, npuavpathesi, OKa3blBaTh JaBICHHE — BECTH ce0S HEBEXIHUBO WU
arpeccUBHO;
4. He pacnopskaiics feHbramMm TBOeH ceMbH 0e3 paspellleHHs CTaplINX — Bceraa
CIIpalIMBaH poJUTENCH;
5. He Bcrpeuaiics ¢ MHTepHeT-3HaKOMBIMH B DCAIBHON XXH3HH - TIOCOBETYHCS CO
B3POCIIBIM, KOTOPOMY JIOBEPSEIIIb.
OCTOPOXHO
1. He Bce numyt npasmy. Uuraems o ceGe Henpasay B MHTepHeTe — co06IM 06
3TOM CBOMM DOJHTENISIM UM ONIEKYHaM;
2. Ilpuriamaior nepenuchBaTbCA, WIPaTh, OOMEHHBATLCS — IIPOBEPh, HET JIH
HI0/IBOXA;
3. Hesakonnoe xomnupoBaHue ¢aiinos B iHTepHETE — BOPOBCTBO;
4. Bcerza pacckasbiBail B3pOCITBIM O IIpOGIIeMax B CETH — OHH BCET/Ia HOMOTYT;
5. Mcnome3y# HacTpolku 6e30MacHOCTH M MPUBATHOCTH, YTOOHI He IIOTEepPATh CBOU
AKKayHTBI B COLICETSX M JPYIHX MOpTajax.
MOXHO
1. VBaxaii qpyrux mojs3oBaTeiei;
2. Ilome3yemnscs MHTepHET-UCTOYHHKOM — [ieNai CCBIIKY Ha HEro;
3. OTKpsIBaii TONBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;
4. ObWaTbCs 33 TMOMOIIBIO B3POCIBIM — POIMTENH, ONEKYHBl M aJMHHHCTDALHS
CaMTOB BCEr/a MOMOTYT;
5. Ilpoiinu obyuenne Ha caiite «CeTeBMYOK» M TOJYYH MACTIOPT IM(GPOBOrO

rpaxJaHuHa!
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OMCKHiT TIPOMBIIUIEHHO-9KOHOMHYECKHH KOJITIE K

ITporpamma o6y4eHus IpaBHJIaM NOBEICHHS B HHTEPHET-TIPOCTPAHCTBE

[1P-04-01-18

IIpunoxenue 2.
MHdopMalmoHHas NaMaTKa it 00y4alouXxcs A1 pasMeIleHus Ha OQUIHaIbHBIX
Hurepner-pecypcax

L KaXJIbIM I'OJOM MOJIOJICKHW B HHTEPHETE CTAaHOBHUTLCA 60]1]51118, a IIOJPOCTKHN N
MOJIOABRIE IIOJAH - OAHH M3 CaMBIX AaKTHMBHBIX II0JIb30BaTEIIEN PyHeTa. MG}K,IIy TEM,
IIOMHMO OTpOMHOI0 KOJIH4YECTBA BOSMO)KHOCTGFI, MHTCPHET HECET H Hp06HeMBI. OTta
aMsaTKa JOoJIXKHa ITIOMOYb Tebe Oe30nacHo HaXOOHUTECA B CCTH.

Komnvromeproie eupycol

KOMIIBIOTEPHEI BHPYC — 9TO Ppa3sHOBHAHOCTh KOMIIBIOTEPHEIX IIPOIpam,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOH SBIAETCS CIOCOOHOCTH K pasMHOXeHHIO. B
JONOJHEHHUE K 3TOMY, BHPYCHl MOTYT NOBPEAWTh HIIM IIOJHOCTBIO YHHYTOXHUTH BCE
daiinel M JaHHBIE, MOJKOHTPOJIBHBIC IONB30BATENIO, OT HMMEHH KOTOpOro Obuia
3amyileHa 3apaxéHHas NporpaMMa, a TakkKe IOBPEIMTh MM JlaXe YHHYTOXHTH
OIEPallMOHHYI0 CHCTeMy co Bcemu ¢aiiaMu B nenoM. B OonbmimHCTBE Ciydaes
PacIpOCTPAHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTo/b1 32U TEL OT BPEJOHOCHBIX IIPOrPaMM:

1. Wcnone3yii COBpeMEHHBIE OIEPALlMOHHBIE CHCTEMBI, MMEIONIME CEPLE3HBIN
YPOBEHB 3aILMTHI OT BPEJOHOCHBIX IIPOrPaMM;

2. TlocTosHHO ycraHaBnuBaif madyTd  (UUQpoOBBIE  3aIIaTKH, KOTOpBIE
ABTOMATHYECKM YCTAHABIMBAIOTCS C LIENbI0 JOPaOTKH IIPOTrpaMMBbl) U JIpyrue
oOHOBIEHHS CBOeH omnepanuoHHOW cucTeMbl. (CKauuMBail HX TOJIBKO C
opuimansHOoro cakita paspaborunka OC. Ecimm cymecTByeT pexuM
aBTOMAaTH4eCKOro OOHOBIIEHHUS, BKIIOYH €rO0;

3. Paboraii Ha cBOeM KOMIIBIOTEpPE II0J, IIpaBaMH IIOJIB30BaTels, a He
aJIMEHHMCTpaTopa. DTO He II03BOJUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMMm
WHCTAJUTMPOBATHCA HA TBOEM IIEPCOHAIIEHOM KOMIIBIOTEDE;

4. HUcnone3yli  aHTUBHUPYCHEIE  INPOrpaMMHEBIE IPOAYKTBl  HM3BECTHBIX
IPOU3BOMTENEH, C aBTOMATHIECKHM O0OHOBIICHHEM 0a3;

5. Orpanuys GU3HHIECKUH AOCTYI K KOMIIBIOTEPY IS IIOCTOPOHHHUX JIMLI;

6. Mcnonp3y#i BHELUIHHEe HOCUTENM MH(OpMAIIMM, TaKue Kak (IelKa, JUCK HIIH
daiin u3 HHTEpHETA, TOJBKO M3 IPOPEPEHHBIX HCTOUHHKOB;

7. He oTKpbiBaii KOMIIBIOTEpHbIE (Qaiinbl, IOJTy4EHHbIE W3 HEHAAEKHBIX
ucTouHMKoB. Jlaxe Te ¢aiiibl, KOTOphle HpHCIan TBOW 3HAKOMBIH. JIydiie
YTOYHH y HEro, OTIPABIISUI JIH OH Tebe HX.
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: [ T A IPHOC 00pasopatany..-
OMcKHi TPOMBIIIIEHHO-3KOHOMHYECKHH KOJIIEIDK
TIporpamMma 0Gy4eHH s IPaBHIIaM TIOBEICHHS B HHTCPHET-IIPOCTPAHCTBE
MMP-04-01-18
Cemu WI-FI

Wi-Fi - 5To He BHJ IepejauM JAHHBIX, HE TEXHOIOTHs, a BCEro Juib OpeHs,
mapka. Eme B 1991 romy HuaepiaHicKas KOMIAHMA 3aperHCTpHUpoBalia OpeHn
«WECA», uro ob6osnayano cioBocoueranue «Wireless Fidelity», KOTOpHIH
nepeBOUTCS KaK «OecIpoBOJHAs TOYHOCTEY.

Jlo Hamiero BpeMeHH HOLLIA Apyras aGbpeBuatypa, KOTopas SBISETCS TaKOH xe
TexHoyorueii. Jto ab6pesuarypa « Wi-Fi». Takoe HazBanve ObUIO JaHO C HAMEKOM Ha
CTaHJApT BHICIIMH 3BYKOBOM TEXHHUKH Hi-Fi, uto B mepeBojie 03HAYaeT «BBICOKas
TOYHOCTE.

Jla, GecraTHbIi MHTEpHET-IOCTYN B Kade, OTeNsX H ad’poIopTax ABISAETCS
OTIIMYHOM BO3MOXHOCTBIO BbIXOJa B MHTepHeT. HO MHOIrMe 3KCIEpPTHI CYUTAIOT, 4TO
o6menoctynubie Wi-Fi ceTn He sBIsAIOTCS 6€30MaCHBIMH.

CoBeThl 110 6e30acHOCTH paboTe B 0OIIEIOCTYIHBIX ceTax Wi-fi:

1. He mepenasaii cBoio JIM4HYy!0 MHGOpMaIMIO 4epe3 OOIIefoCTyNnHbIE Wi-Fi
cetn. PaboTas B HHX, JK€JATeIFHO HE BBOJUTH IIAPOJIM JOCTYIA, JIOTHHBI H
KaKHe-TO HOMepa;

2. Vicrions3yii M OGHOBJSIH AHTHBHPYCHBle NpOrpaMmel W Opanimayep. Tem
CaMEBIM Thl 00€30IacIIb cebsl OT 3aKa4KH BUpyca Ha TBOE YCTPOHCTRO;

3. Tlpu ucnons3osaruu Wi-Fi otkimoun dyukmmio «O6umii JocTyn K dainam 1
npuHTepam». [anHas QYHKIMS 3aKpbiTa [0 YMOIYaHHIO, OJTHAKO HEKOTOpbLIC
T0/IG30BaTeNH aKTHBHPYIOT e i yno0CTBa HCIONE30BaHMSA B pabore WM
yyebe;

4. He ucnone3yi# nmyomumunsii WI-FI s nepenaum nu4HBIX JaHHBIX, HAPUMED
IS BEIXOJA B COLMAIBHEIE CETH HIIU B DJIEKTPOHHYIO TIOYTY;

5. Vinonb3yit Tonsko 3amminenHoe coeaunenue gepes HTTPS, a ne HTTP, T.e.
npu Habope Beb-apeca BBOAW UMEHHO «https://»;

6. B mob6wisHoM Tenepone ortkmoun ¢Qyskumo «[lomwmrouenne k  Wi-Fi
apToMatMueckm». He omyckaii aBTOMATHYECKOTO MOAKIIOUEHHs yCTPOHUCTBA
K cetsm Wi-Fi Ge3 TBoero coriacus.

CoyuanvHule cemu

ConmajbpHble CeTH aKTHMBHO BXOJST B Hallly XH3Hb, MHOTHE JIIOJH paboTalor U
XMBYT TaM HocTosiHHO, a B Facebook yxxe 3aperncTpupoBaH MHJUIMApA 4€IO0BEK, 9TO
SBISIETCS OJIHOM CceIbMOM BCEX JKHMTEJeH IUlaHeTsl. MHOrMe I0JIb30BaTelld HE
MOHHUMAIOT, YT0 MHPOPMAIHs, pPa3MEIICHHAs HMH B COLHANBHBIX CETIX, MOXCT OBITH
Haiilea ¥ WCIIONB30BaHA KEM YIrojAHO, B TOM HHCIEe He 0043aTelIbHO C onaruMu
HaMepeHUSIMH.
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OMCKHii TPOMBIIUIEHHO-9KOHOMHYECKHIH KOJIIEIK

IIporpamMma 00y4eHHs IpaBHIIaM NOBEJICHHs B HHTEPHET-TIPOCTPAHCTBE

ITP—-04-01-18

OcHoBHbIE COBETHI 110 6€30MACHOCTH B COIMAIBHBIX CETAX:

1. Orpanu4s cnmcok apyseit. ¥V Te6st B Apy3bsiX HE JOJKHO GBITH CIIyYaifHBIX W
HE3HAKOMBIX JIIO/IeH;

2. 3ammman cBoro yacTHyro xu3Hb. He ykasbiBail maponu, TenedoHsl, anpeca,
AaTy TBOETO POXIEHHS U JPYIyIO JIMYHYI0O MH()OPMAILHIO. 370YMBIIICHHUKH
MOTYT HCIOJNB30BaTh [a)ke HHPOPMALHMIO O TOM, KaK Thl ¥ TBOM POJHUTEIH
IUIAHUPYETE IPOBECTH KaHUKYJIBI,

3. 3awMuail CBOIO peryTalMIo - JEepXKH ee B YMCTOTe W 3aiaBail cebe Bompoc:
Xoten OBl Thl, YTOOBI JpyTHe IOJIB30BATENH BHIENIH, YTO Thl 3arpyKaein?
Tlogymaii, npexie 4eM 9TO-TO OITyOINKOBATE, HAIIMCATH U 3aTPY3HUTH,

4. Ecnu THI TOBOpHILL C JIIOJBMH, KOTOPHIX He 3HAelllb, HE HCIOJIB3Yil CBOE
peanbHOe MMS M OPYTYHIO JIMYHYIO MHOOPMAlMH: MMs, MECTO >XMTEJIhCTBa,
MecTO y4eOsl M npouee;

5. Wsberaii pasmemenus ororpadumii B MHTepHeTe, Te Thl u306pakeH Ha
MECTHOCTH, 10 KOTOPOH MOXHO OIIPEJeNINTh TBOE MECTOIIOJI0KEHHE;

6. Ilpu perucTpayy B COLHANBHOM CETH HEOOXOJMMO HCIIOIB30BAThH CIIOXKHBIE
I1apOJIH, COCTOSAIIME U3 OYKB M IM(P ¥ C KOJTMYECTBOM 3HAKOB He MeHee 8;

7. Jlns couuansHOM CeTH, TIOYTHI U JAPYTHX CAWTOB HEOGXOIMMO MCIONB30BaTh
pasHele naponu. Torga eciu Tebs B3IOMAIOT, TO 3OYMBINLIEHHUKH IIOJy4YaT
JOCTYII TOJIBKO K OJIHOMY MECTY, a He BO BCe Cpasy.

InexmpoHHble Oerbeu

ODJIEKTPOHHBIE JIGHBI'H — OJTO OYeHb YJOOHBIA CIIOCOG IUIaTexxei, OHAKO
CYLIECTBYIOT MOIIEHHHKH, KOTOPBIE XOTSAT IOJYYHUTE 3TH JI€HbIH.

ONEKTPOHHBIE JIEHBIH IOSBUJIMCH COBCEM HENAaBHO M HMMEHHO H3-3a STOTO BO
MHOTHX rOCyJapcTBax JI0 CHX IOp He IPOIMCAHO PO HUX B 3aKOHAX.

B Poccun e 0HM QYHKIHOHHPYIOT ¥ O HHX y)ke IPOIHCAHO B 3aKOHE, /e MX
Pa3sieisIIoT Ha HECKOJNBKO BHIOB — aHOHMMHBIE H HE aHOHHUMHEIE. Pa3HuIa B TOM, 4TO
AHOHMMHBIE - 3TO Te, B KOTOPBIX pa3speliaeTcsi IPOBOJMTH OIEpaluH Oe3
HICHTH(MKALMK TI0Jb30BaTENs, 8 B HEAHOHHMHBIX HACHTH(MKALUK IOJIB30BATE/S
SIBIIETCS 0053aTeNBHO,

Taioke cnepyeT pasnuuaTe  ONEKTPOHHBIC — (QUMATHBIE JEHETH  (PaBHBI
roCyJJapCTBEHHBIM BAlOTaM) M OJEKTPOHHblE He(HaTHble MeHbrM (HE pAaBHBI
rocyJapCTBEHHBIM BaJIOTaM).

OcHoBHEIe coBeTHI 110 Ge301acHO# paboTe ¢ HTEKTPOHHBIMH JEHBIAMH:

1. IlpuBsku K cdeTy MOOMIBHEIH TenedoH. DTO caMblil yIOGHBIH U GBHICTpEI
Coco6 BOCCTaHOBHTH JOCTYN K cuerTy. IIpuBs3aHHBIN TeledOH IOMOJKET,
ecnd 3a0yjems CBOM IIATeXHBI Napons WIM 3aliells Ha caiT ¢
HE3HAKOMOI'0 YCTPOHCTBA;
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OMCKHH MTPOMBIIITIEHHO-YKOHOMHYECKHH KOJLIe/K

[Iporpamma o0y4yeHHs MPpaBHJIaM NIOBEICHHS B HHTEPHET-NPOCTPAHCTRE

[1P-04-01-18

2

4.

Hcnons3yit onHopasosele mnapomu. Ilocae mepexosa Ha yCHIEHHYIO
aBTOpH3aLHIO Tebe yxe He OyJeT yrpoxaTh ONACHOCTh KPAXKH MM IIepexBaTa
ILTATEXHOTr'0 11apOJis;

. Boibepu crnoxuerii mapone. Ilpectymuukam OyneT He MHpOCTO yramath

CIIOXKHBIH naposib. HanexHsle apoiy — 3TO [apoJik, KOTOPEIE COIEpPXKaT He
MeHee 8 3HaKOB M BKJIHOYAIOT B ce0sl CTPOUHBIC U IPOIHCHBIE GYKBBI, IHOPHI U
HECKOJIBKO CHMBOJIOB, TaKH€ KaK 3HaK jojuiapa, (yHTa, BOCKIHMIATETLHBIM
3HaK u T.11. Hanpumep, $tROng!;;

He BBO/IM CBOM IMYHBIE JAHHEBIE Ha CaliTaX, KOTOPEIM He JI0BEPSCIIb.

Onexmponnas nouma

ONEeKTpOHHAs 10YTa — 3TO TEXHOJOTHS M IIPEJOCTaBIIIEMBIE €0 YCIYTH IO
IIEPECHIIKE H IIOJIyYEHHIO JJIEKTPOHHBIX COOOILEHHH, KOTOpbIE paCIpEeAENioTCs B
KOMITBIOTEPHOH ceTH. OOBIMHO 3JIEKTPOHHEIH MOYTOBBIN SIIHUK BEIMVISUT CJIEYIOIIHM

obpazoM:

MMsL_TIOJIB30BaTe/A(@uMs_noMeHa. Taxke KpoMe Iepejiaun IIPOCTOro TEKCTa,

HMCEETCA BO3MOXXHOCTB IIEPEIaBATh q)af"l.i'IBI.

OcHoBHEIE coBeTHI 1T0 Ge30macHo#M paboTe ¢ JIEKTPOHHOM MOYTOH:

1.

Hazo BbIOpats NpaBUIIbHBIH IIOYTOBEIN cepBHC. B HHTepHETE ecTh OrpOMHBI
BBIOOp GECIUIAaTHBIX MOYTOBEIX CEPBHCOB, OJHAKO JIy4Ille J0BEPSTH TEM, KOr0
3HAeIIb M KTO NEPBEIA B peHTHHTE;

He yxasbiBaii B nm4HOM noute nuyHyio uH(OpMaimio. Hampumep, mydre
BBIOpaTh «My3BIKANIBHBIA_(anaT@» uimm «pox2013» BMecTo «temal3y;

. Mcnons3y# ByXITalHylo aBTOpH3alMio. OTO KOIJa IIOMMMO TapoJisl HY)KHO

BBOJUTH KOJ, IPUCELIaeMbIii 1o SMS;
Bribepu cnoxHbIi naposb. [ Kaxaoro MOYTOBOTO SIIMKA NOJDKEH GBITH
CBOM HaJIE)KHbIH, yCTOMYUBBIH K B3JIOMY IIapOJIk;

. Eciu ecTh BO3MOXHOCTH HamMcaTh CaMOMy CBO# JIMYHBIH BOIIPOC, HCIIONB3YiA

3TY BO3MOXXHOCTE;
Hcnone3yii HECKONBKO MOYTOBBIX SIUMKOB. [1epBBIif s YacTHOI IIEPENUCKHU
C agpecaTamy, KOTOPBIM ThlI HOBepsellb. DTO IEKTPOHHBIA ajpec He HAIO
UCIIOIB30BaTh IIPH PETHCTPalMK Ha (OopyMax M caiTax;

He oTkpbiBail Qaiiibl v Apyrue BIOXEHHS B IUCBMaX Ja)e eCIIM OHM NPHILLIA
OT TBOMX JIpy3eid. Jlydiiie yTouHu y HuX, OTIIPaBIISIM JIK OHH Tebe 5TH (Baiibl;

. Ilocne oxoHyanus paboThl Ha IOYTOBOM CEPBHCE TIEPE]] 3aKPHITHEM BKIIAIKH C

caiirom He 3a0yap HaxaTh Ha «BEIATHY.

Bepcus:1.0
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OMCKHIH TPOMBIIIIEHHO-3KOHOMHYECKUH KOJLIEIK

TTporpamma o0ydeHus NpaBHIIaM NOBEIEHHS B HHTEPHET-MIPOCTPAHCTBRE

ITP—-04-01-18

Kubepbynnunz unu eupmyanvroe uzdesamenscmeo

Kubep6yummnr — npecrneioBaHie COOOLICHUSIMHU, COAEPXKALIMME OCKOPOIeHH!S,
arpeccuio, 3amyrMBaHMe, XYJIUIaHCTBO; COIHAIbHOe OOHWKOTHPOBAaHME C ITOMOIIBIO
pas3/IMYHBIX UHTEPHET-CEPBUCOB.

OcnoBHele coBeThl 10 60pEbe ¢ kubepOyLTHHIOM:

1. He 6pocaiics B 60i. JIyuruuii crioco6: 1ocoBeTOBaThCS Kak ce6s BECTH U, eCiin
HET TOro, K KOMy MOXHO OOpaTHTBCH, TO BHA4Yalle YCIIOKOMThCS. ECIM ThI
Ha4yHEIllb OTBE4aTh OCKOPOIEHUSIMU Ha OCKOPOIEH s, TO TOJIBKO ele Goblie
pa3oxOKelb KOHQJIMKT;

2. Ympaensii cBoeii KubeppemyTaiuei;

3. AHOHMMHOCTb B ceTH MHHUMas. CyLIECTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOHT
32 aHOHMMHBIM aKKayHTOM;

4. He crout BecTM XynMraHckuii o6pa3 BHPTyanbHOM XH3HM. MHTepHer

(uKcHpyeT BCe TBOM JEHCTBHS M COXpaHsieT UX. YIaIuTh UX OymeT Kpaiine

3aTpyJHHUTEILHO;

Cobmoniait cBOH BUPTYaIBHYIO Y9€CTh CMOJIOY;

6. UrHopupyki  enuHu4HBIH  HeratuB. OIHOpAa30BbIE  OCKOPOUTEIIBHEBIE
cooOueHus Jiydiie MrHopupoBaTh. OOBIYHO arpeccusi NpeKpamaeTcsi Ha
Ha4aJIbHOH CTaJIHH;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIECHHMSMH, B
COLMATBHBIX CETAX €CTh BO3MOXHOCTE OJIOKHPOBKH OTIIPAaBKM COOOLIEHMIT ¢
OIpeZieJIeHHbIX a/IPeCOB,;

8. Ecrmu TeI cBuaeTens kubepOymnunra. TBOM HeHCTBHS: BBICTYIHTH HPOTHB
npeciieIoBaTels, MoKa3aTk €My, YTO €ro JeHCTBHS OLEHHBAIOTCS HEraTHUBHO,
NOJ/IepXKATh XKEPTBY, KOTOPOH HyXHa ICHXOJIOrMYECKas [MOMOILb, COOOIIUTH
B3POCIIBIM O (paKTe arpeCCHBHOIO MIOBEJIEHHS B CETH.

il

Mobunvnuiii meneghon

CoBpemeHHble CMapT(OHBI M ILIAHIIETHI COAEPXAT B cebe BIIOIHE B3POCIHIH
GyHKUMOHAT, W Temeph OHM MOIYT KOHKYPHPOBaTh CO  CTAIHOHAPHBIMH
KommbioTepamMu. OfHako, CPeJCTB 3aIUUTHI IS NMOAOOHBIX YCTPOWCTB IIOKA OYEHb
Mano. TecTHpPOBaHHE ¥ MOKUCK YSI3BUMOCTEHM B HUX HIPOMCXOAUT He TaK HHTEHCUBHO, KAK
ans I1K, To xe camoe kacaeTcs 1 MOOMITBHEBIX MIPUIIOKEHHIA.

CoBpeMenHble MOOWIBHBIE Opay3epbl ykKe NPaKTHYECKH IOTHAIM HACTOJIBHBIE
aHAJIOTH, OJTHAKO paclIMpeHye QyHKIMOHANA BIEeYeT 3a co00M GONBIIYIO CIOXKHOCTD U
MEHBIIYIO 3aIUIIEHHOCTE.

Jlanexo He BCe NPOM3BOIMTENM BBIITYCKAOT OOHOBJIEHHMS, 3aKPHIBAIOLIHE
KPUTHIECKHE YSI3BUMOCTH JJIs1 CBOMX YCTPOMCTB.
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OMckuii TPOMBIILIEHHO-3KOHOMHYECKHH KOLTEK

IIporpamMma o0yueHHMs IpaBHIIaM IIOBECHUS B HHTEPHET-NPOCTPAHCTBE

[TP-04-01-18

OcHoBHEIE COBETHI 151 6€30MaCHOCTH MOGHIILHOTO TenedoHa:

1. Hudero ne sBnsercs mo-HacTosiuueMy OecIUIaTHEIM. Byab ocTOposkeH, Belb
Korza TeOe mpejyiaraloT GeCIUIaTHBIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI
KaKHe-TO IJIaTHEIC YCIIYTH;

2. Jlymaii, mpexae deM oTnpaBuTsh SMS, dorto wim Bumeo. Thl TOYHO 3HAEIb,
rae oHU OyayT B KOHEYHOM HTOre?

3. Heo6xoauMo 0GHOBJISTE OIEPAIIHOHHYIO CHCTEMY TBOETO CMApT(OHa;

4. Hicrione3yd aHTHBHPYCHBIE TIPOTPaMMBI LISl MOOUIIBHBIX Tee(OHOB;

5. He 3arpyxali NpHIOXEHHMS OT HEH3BECTHOTO MCTOYHHMKA, BEdb OHH MOTYT
COJEPKaTh BPEJOHOCHOE NPOrpaMMHOe o0ecrieueHuE;

6. Ilocne Toro Kak Thl BBEIAJEINL C caiiTa, IJe BBOJWII JIMYHYIO HH()OPMAIIHIO,
3alJId B HaCTpOMKH Opaysepa u ymanu cookies;

7. Ilepuomudeckn npoBepsd Kakue ILUIAaTHBIC YCIyrd aKTHBUPOBAHBI HA TBOEM
HOMeEpe;

8. JlaBait cBOM HOMep MOOMIIBHOro TelnedOHa TOJNBKO JIOAAM, KOTOPHIX ThHI
3Haellb H KOMY JOBepsellb;

9. Bluetooth jomken ObITH BBIKIIOYEH, KOTAA THI UM He IIONb3yeruscs. He
3a0bIBall HHOTIa IPOBEPSITH ITO.

Online uzpot

CoBpemerHbie OHJAHH-HIPBI — 3TO KPaco4HbIE, 3aXBATHIBAIONIME Pa3BICUCHHS,
00BbeAMHAIOLIME COTHH THICAY YETIOBEK 10 BceMy MHUpY. VIrpOKM HCCIeyIOT JaHHBIH UM
MHD, OOIIAIOTCS APYr C APYTOM, BBINOJHMIOT 3aJaHMs, CPAXalOTCS C MOHCTPAMH H
MONTYYal0T OMNBIT. 3a YAOBOJBCTBHE OHM IUIATAT: IIOKYyNAMOT [AUCK, OILTAYHBAIOT
abOHEMEHT HITH IPHOOPETAIOT KaKKMe-TO OILIUH.

Bce a1n cpenctBa MAyT Ha MoAnepKaHWE M Pa3sBUTHE WIPHI, a TAKKe HA CaMy
6€30MaCHOCTB: COBEPLICHCTBYIOTCSI CHCTEMbI aBTOPH3ALMH, BBIITYCKAIOTCS HOBBIE ITATYH
(m¢poBbIe 3aIIaTKM I POrpamMM), 3aKPHIBAIOTCS ySA3BUMOCTH CEPBEpOB.

B HOI[06HLIX HI'paX CTOMUT OmnacaTbCA HE CTOJIBKO CBOHX CONEPHHKOB, CKOIIBKO
KpaXXy TBOCTO I1apoJid, HA KOTOPOM OCHOBaHa CHUCTEMA ABTOpHU3alluH OOJBIIMHCTBA Hrp.

OcHOBHbIE COBETEI 110 6€3011aCHOCTH TBOEIO MIPOBOTO AKKAYHTA!
1. Ecnu spyrodl urpok BefeT cefs IVIOXO WM CO3AaeT Tebe HENPHATHOCTH,
3a0JI0KHPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiics aIMHHMCTPAaTOpaM MIDHl Ha ILIOXOE MOBEJEHHE JTOTO HIPOKa,
KeJIaTeJIbHO IIPHIIOKHUThH KaKHE-TO JJ0Ka3aTelIbCTBA B BU/IE CKPHHOB;

. He yxassiBaii madHyr0 HHGOpMAaLHIO B ipodaiiie UIpsl;

YBaxali Ipyrux y4acTHUKOB IO MIPE;

. He ycranapnuBaii HeohUITHATbHbIE IATIH ¥ MOJBL;

Ln:p.w
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OMCKHH TPOMBIIIIEHHO-3KOHOMHYECKUH KOJLIIeK

IIporpamma oOy4eHust NpaBHiaM OBEIECHH B HHTEPHET-TIPOCTPAHCTBE

I1P-04-01-18

6. Mcnome3yii cl0XHBIE M pa3HbIC [1apOJIH;
7. Jlaxxe BO BpeMs HIPbl HE CTOMUT OTKIIOHYaTh aHTHBHpYC. IToka Thl urpaems,
TBOH KOMIIBIOTED MOT'YT 3apa3uTh.

Duuiune unu Kpasxca JUHbIX OaHHBIX

O6BIMHOM Kpakell leHer ¥ TOKYMEHTOB CerojiHsl yKe HHKOro He yaAuBHIIIE, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJIOTMH 3JIOYMBILUICHHUKU NEPEeMECTHINCh B HMHTEPHET, H
IPOJIOJIKAIOT 3aHUMAThCS «IIOOUMBIMY IEJIOM.

Tak nosiBunace HOBasi yrpo3a: HHTEPHET-MOIIEHHHYECTBA MIIH (DUILMHT, I'IaBHAs
IIeJIb KOTOPOTO COCTOUT B IOJIyYeHHH KOH(HIAESHIMATBHBIX JAHHBIX MOJIbE30BaTeNel —
JoruHoB M naponei. Ha anrnuiickom si3bike phishing unraercs xaxk ¢umunr (ot fishing
— pBIOHAs 0B, password — mapoiis).

OcHOBHEIE COBETHI 110 60ph0e ¢ MUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu THI mogo3peBaenib, 9YTo TBOS aHKeTa Oblia
B3JIOMaHa, TO Heo0X0AMMO 3a0JI0KHPOBATh €€ U COODILMTh aJMHUHHCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpEe;

2. Hcnone3yii OezonacHele BeO-caiiThl, B TOM YHCJIE, HUHTEPHET-MAarasdHOB H
MIOMCKOBBIX CHCTEM;

3. Hcnone3y# crnoxHele M pasHble naponu. Takum obpaszom, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOIYYaT AOCTYH TOJBKO K OJHOMY TBOEMY
npo(uIIIO B CETH, a HE KO BCEM,;

4. Ecnu Tebs B3nOMaNH, TO HEOOXOAMMO NPeIyNpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOphIe J00aBieHbl y TeOs B JApy3bAX, O TOM, 4YTO TeOsA B3lOManM H,
BO3MOJXHO, OT TBOEro HMeHH OyIeT pacchUlaThCs cllaM M CCHUIKHM Ha
GHUIMHUHTOBBIE CANTEI,

5. Ycranoeu Hagexusid napons (PIN) Ha MoOmIBHBIH TenedoH;

Orxutroun coxpaHeHue naposis B Opaysepe;

7. He oTkpsiBaii Qaiiiiel ¥ ApyTHe BIOXKEHHS B HChbMAX JaXe €CJIM OHU IPHILIIH
OT TBOHMX Apy3eil. JIydine yTo4HH y HUX, OTIIPaBIISIM JIH OHH Tebe 3TH daiiibl.

o

Hugpposas penymayus

Ilndporas penyTanus - 3T0 HeraTHBHAS WM NO3UTHUBHAs WHGOPMAIKS B CETH O
tebe. Kommpomerupyiomiass uHboOpManus pasMellieHHas B HHTEPHETE MOXET
cephe3HbIM 00pa3oM OTpasHThCA Ha TBOEH peanbHO# xu3HH. «L{udposas penyranus» -
3TO TBOM MMHUJDK, KOTOPEIH (hopMHpyeTcs M3 HH(QOPMAIIMH 0 TeOe B MHTEPHETE.

TBoe MecTo *xuTenbCTBa, Y4eObl, TBOe (MHAHCOBOE IOJOXEHHE, OCOOEHHOCTH
XapaKTepa M paccKasbl 0 OJM3KHMX — BCe 3TO HAKAIUIMBAETCS B CETH.
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OMCKHH TPOMBIIIICHHO-3KOHOMHUYECKHH KOJLIe K

[TporpaMma oby4eHHs IpaBHIaM NIOBEIEHHS B HHTEPHET-IIPOCTPAHCTBE

I1P-04-01-18

MHorve mNOIPOCTKM JIETKOMEBICIIGHHO OTHOCATCA K IyOnIMKanmuy JIUYHOM
uHpopmanuy B VHTepHeTe, He MOHMMas BO3MOXHBIX TOCIEACTBHHA. Thl gaxke He
CMOXellb JIOrafaThCsd O TOM, YTO QoTorpadus, pasMelleHHas 5 JeT Ha3al, cTraja
NPUYKHON 0TKa3a NpuHATE Tebs Ha paboTy.

KommeHTapuu, pazMemnienne TBOWX (otorpaduii U Apyrue IeWcTBHS MOTYT HE
WCYE3HYTh Ja)e IOCJe TOro, Kak Thl UX YHAlMIIb. Thl HE 3HAEIIb, KTO COXPaHUI 3Ty
WH(OpMaIHMIO, TIONala JIW OHAa B IOWCKOBBIE CHCTEMBI M COXpaHWIAch JIH OHa, a
rJIaBHOE: YTO MOAYMAIOT 0 Tebe OKpy’Kalollee JIIOAH, KOTOPEIE HAHAYT M YBUISAT 3TO.
Haiitu unpopMaInio MHOTO JIET CITYCTSI CMOKET JIF0O0H — KaK U3 10OphIX MOOYKIeHHIH,
TaK ¥ ¢ HAMEpEeHHEM IPHIUHUTE Bpeld. ITO MOXeT OBITh KTO YTOJHO.

OcHOBHEIE COBETEHI I10 3a1UTe HH(POBOH permyTanuu:

1. Ilomgymaii, mpex/e 4eM 4To-TO IyOJMKOBaTh U NepeaaBaTh y ce0s B 6iiore win
B COIIMAJIBHOM CeTH,

2. B mHactpoiikax mnpodwis yCTaHOBM OIpaHHYEHHS Ha IIPOCMOTP TBOErO
NpodUIIS ¥ ero CoAep>KUMOTr0, CAelNail ero TOJIBKO «IJIS IpYy3eiy;

3. He pasmemaii ¥ He ykas3blBail HMHQOpMalMIO, KOTOpas MOXET KOro-Iubo
OCKOpOJIATE WK 0OMKaTh.

Asmopckoe npago

CoBpeMeHHbIe IIKOJIBHUKN— aKTUBHEIE TIOJIB30BATEH IH(POBOro IPOCTPAHCTBA.
OnHako fanexo He Bce 3HAIOT, YTO NOJIb30BaHHE MHOTHMH BO3MOXHOCTSIMHU LIH(YPOBOIro
MHpa TpebyeT coOMoIeHus IPaB Ha MHTEJUIEKTYalbHY0 COOCTBEHHOCTS.

TepMun «uHTennexTyanbHasi COOCTBEHHOCTB» OTHOCHTCH K PasIHYHBIM
TBOPEHHSM UYEJIOBEUECKOr0 yMa, HadyMHasd C HOBBIX HM300peTEHHH M 3HAKOB,
0003Ha4aOMKUX COOCTBEHHOCTh HA TIPOAYKTHI M YCIAYTH , M 3aKaHYMBas KHUIAMH,
dororpadusaMu, KHHOQUIIBMAMH U My3bIKaJIbHBIMH MTPOU3BEIEHHUSIMH.

ABTOpCKHME TIpaBa — 5TO IpaBa Ha HHTEJUIEKTYalbHYIO COOCTBEHHOCTh HAa
IPOM3BENICHHUsI HAYKH, JIMTEPAaTypbl M HCKycCTBa. ABTOPCKHE IpaBa BBICTYIAIOT B
KayeCcTBE apaHTHH TOIO, YTO MHTEJUICKTYaJIbHbIH/TBOPYECKHH TpyX aBTOpa He OydeT
HalpacHbIM, JIaCT eMy CIIpaBe/IIMBbIe BO3MOXHOCTH 3apaboTaTh Ha pe3yJIbTaTaX CBOErO
Tpy/a, MOJyYUTh U3BECTHOCTh U Npu3Hanue. Hukro Oe3 paspemieHns aBTopa HE MOXET
BOCIIDOM3BOJMTh €ro NPOM3BEAEHHE, PACHPOCTPaHATh, MYOJMYHO JEMOHCTPUPOBATS,
npojaBath, MMIOPTHPOBaTh, IyCKaTb B IIPOKaT, MyOJHYHO  MCIOJIHSTE,
TIIOKa3bIBaTh/UCTIONHATE B 3¢Hpe WK pazMematsh B ViHTepHeTe.

Hcnone30BaHue «IIMPATCKOro» MPOrpaMMHOTO obeclieueHrs MOXET NMPUBECTH K
MHOTMM DHCKaM: OT IIOTEpH JaHHBIX K TBOMM aKKayHTaM IO GJIOKHPOBKHM TBOEI'O
YCTPOWCTBA, I'7le yCTaHOBJIEHHEIM He JeranbHas mporpamma. He cTouT Taioke 3a0bIBaTh,
YTO CYLIECTBYET JieTallbHble ¥ O€CIIaTHBIE IIPOrPaMMEI, KOTOPEIE MOXKHO HAMTH B CETH.
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OMCKHl TPOMBIILIEHHO-3KOHOMHYECKHI KOJIIEK

[IporpaMma obyuyeHHs IpaBUIIaM MOBEICHUS B MHTEPHET-IPOCTPAHCTRE

[1P-04-01-18

ITpunoxenwue 3.
[lamsaTka o poaureneit 06 nHGOpMaIIMOHHOMH 6€30IIACHOCTH AeTeH

Omnpenenenue TepMHHa «MHGOPMALIMOHHas GE30I1aCHOCTE JETeN» CONEPIKHUTC B
DenepansHoM 3akoHe Ne 436-@3 «O 3auqure getei oT MHOOPMAILIMH, TPHYHHSIONIEH
Bpe/l MX 3JI0POBBIO U Pa3BUTHIO», PETYIUPYIONIAM OTHOIIIEHHUS, CBSI3aHHBIE C 3aIMTOM
Aeted OT HMHGOpPMAIMM, NPHYHHSIOLIEH Bpel HX 3I0pOBbI0 M (MIM) pa3BUTHIO.
CornacHo JaHHOMY 3aKOHY «MH(OpMalMOHHas 0e30MacHOCTh JETEH» - 3TO COCTOSHHE
3aIIMIICHHOCTH, IPH KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIH C IIPUYHMHEHHEM
uH(popMaIyeH BpeJa UX 3J0pOBbIO H (WIH) QU3HIECKOMY, ICUXHIECKOMY, TYXOBHOMY,
HPaBCTBEHHOMY Pa3BHTHIO.

B cuny ®epepaneroro 3axona Ne 436-®3 umndopMauuei, NpUYHHSIONMENR Bpe/

3I0POBBIO H (MJIK) Pa3BUTHIO JACTCH, ABJIACTCA:

1. mHdOpMaIys, 3anpenieHHas A1 paclpoCTpaHeH!s Cpey AeTel;

2. uHdopMalysi, pacmpocTpaHeHHe KOTOPOH OrpaHM4YeHO Cpead JeTei

OIIpe/IeIeHHBIX BO3PACTHHIX KaTErOPHId.

3. K wundopmanuy, 3anpelleHHOH MOis pacnpoCTpaHeHus Cpeid IeTed,
OTHOCHTCSI:

4. mudopmanusd, nobyxkparomas  geTell K = COBEpIICHMIO  [I€HCTBHI,
NPEICTABILIOINX YIPO3y MX XXHM3HM U (MIM) 3[I0POBBIO, B T.4. IPHYHHEHHIO
BpeJla CBOeMy 3/10pOBBIO, CAMOYOHICTRY;

5. cnoco6HOCTh BBI3BaTh Yy JETeH JKellaHHe YIOTPeOHTh HAPKOTUYECKHE
CPeACTBa, NCUXOTPONHBIE M (WJIHM) OAYpPMaHHBAIOIHE BEINECTBa, TabadHbIe
H3JEIINs, AITKOTOJIBHYIO H CIIHPTOCOAEPKAIIYIO IIPOAYKIIHIO, IIMBO M HAITUTKH,
M3rOTaBIIMBAEMBIE HAa €r0 OCHOBE; IPHHATh y4YacTHE B a3apTHEIX HIpax,
3aHUMAThCS IIPOCTUTYLHEH, OPOISHUYECTBOM HIIM IOTIPOMIARHHYECTBOM;

6. 0DOCHOBEIBAIOINAs HJIM ONPaBABIBAIONIASA JOIMYCTHMOCTh HacWiIMsi U (WIIN)
)KECTOKOCTH JTHO0 1MoOyXkIaromias OCYLIeCTBIATh HACHILCTBEHHBIE JEHCTBHS
T10 OTHOLIECHHUIO K JIIOJSM ¥ )KMBOTHBIM;

7. oTpunamomas ceMeHHble IIEHHOCTH ¥ (QopMupylomas HEYBaXeHHE K
POAUTENSIM U (MJTH) APYTHM YJIeHaM CEMbBH;

8. ompap/BIBalONIAs NPOTUBOIIPABHOE MTOBEICHHE;

9. conepxaras HelleH3ypHYIO OpaHb;

10.conepxamas nHGOpPMaILMIO MOPHOrpadhUIECKOro XapakTepa.
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OMCKHIT TPOMBIIIIITEHHO-YKOHOMHYECKHH KOJIISIK

ITporpammMa oOy4eHHs IpaBHJIAM [IOBE/ICHUS B HHTEPHET-IIPOCTPAHCTBE

ITP—-04-01-18

K wundopmanmm, pacnpocTpaHeHHEe KOTOPOH OrpaHHYeHO Cpemu JeTeit
OIpeJIeIeHHOTO BO3pacTa, OTHOCHTCS:

1. uabopmanus, npencTaBiseMas B BUAe H300paKeHWUs WIM ONKUCAHUA
JKECTOKOCTH, (M3MYECKOro M (MJIM) NCUXUYECKOI0 HACHIIMS, MPecTyIUICHHS
HJTM MHOTO aHTHOOIIECTBEHHOTO JACHCTBHS;

2. BeI3BIBAIOIIAS y JeTed cTpax, y)Kac WIM MaHWKY, B T.9. IIpeACTaBiseMas B
BHJIe H300pa’keHUs UIH OITMCAHUS B YHIDKAIOIIEH YelloBeYeCKOe JJOCTOMHCTBO
dopMe  HeHacCHIBCTBEHHOW  cMepTH, 3abojieBaHms, camMoyOuicTBa,
HECYaCTHOTO CIy4asi, aBapHM WM KaTacTpodsl ¥ (M) UX IIOCIIEACTBHIH;

3. mpeactaBnsieMas B BHAE HW300paXKeHWsI WIM ONUCAHUS TOJIOBBIX OTHOIIEHHM
MEXIY MYXYHUHOH U XKEHIIHNHON;

4. copepxkamiasi OpaHHBIE CJIOBA U BBIPAXEHHUS, He OTHOCSIIUECS K HELUEH3yPHOM
Opanmu.

C yuerom sToro Bam mpeanaraiorcss mpasuia pabotel B cetd MHTepHeT s
Pa3NUYHEIX BO3PACTHBIX KaTeropHii, COOIIOAEHHE KOTOPBIX IT03BOJMT OOECIIEYHTE
uH(OpMaMOHHYI0 6€301aCHOCTh BallluX JAETeH.

Obwue npasuna ons pooumenei

1. He3zaBucuMo oT Bo3pacTa pebeHKa HCIIONB3YHTE IMPOrpaMMHOEe OOecredyeHue,
noMorawoomee (QUIBTpOBaTh M KOHTPOJIMPOBaTh MH(OpPMaNMIO, HO He
nonaraidTech IOJHOCTBIO HA Hero. Bamie BHUMaHue K peOCHKY - IJIaBHBIH METO/I
3alIMTHL.

2. Ecin Bam peGeHok HMeeT akkayHT Ha OJHOM M3 COLMAIBHBIX CEPBHCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.1.), BHUMaTeIbHO M3Y4IHTE, KAKYIO
HHGOpMAaIIHIO IOMENIAIOT er0 YYaCTHHKH B CBOMX MPOQIIISX M 0JIorax, BKIOYas
¢ororpaduu u BuIEO.

3. IlpoBepeTe, ¢ KakMMH APYTMMHM CaliTaMH CBs3aH COIHMANIbHBIH cepBuC Baimero
pebenka. Ctpanuuku Bamero pedenka mMoryT ObiTh Ge30macHBIMH, HO MOTYT M
COlepXaTh CCBUIKM Ha HEKENaTelbHble M OIAcHble calThl (HampuMmep,
IIOPHOCANT, MJIM CaHT, HA KOTOPOM JpPYyr YIOMHHAET HOMep COTOBOTO TeledoHa
Bamero pebenka winu Bam fomainHui agpec)

4. Tloompsiite Bamux gereii coobimars 000 BceM CTpaHHOM WJIM OTTAJIKABAIOIIMM
H HE CIHMIIKOM OCTPO pearkpyire, Korja OHM 3TO AeNaloT (M3-3a OIaceHus
NOTEpATh AOCTYN K MHTepHeTy AeTH He roBOpAT poAMTENsM O mnpobiemax, a
TaK>K€ MOT'YT Ha4aTh UCIONB30BaTh MHTEpHET BHE JOMA M IIIKOJIEBI).

5. bynete B Kypce cereBoil xu3HM Bamero pebenka. MHTepecyiitech, KT0 HMX
Apy3bsd B MHTEepHET Tak ke, Kak MHTEpecyeTeCh pealbHBIMHU APY3bAMH.
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OMCKH TPOMBIIIEHHO-3KOHOMHYECKHH KOJIIE K

[Iporpamma o0y4eHHs NpaBUIaM NOBEIEHHs B HHTEPHET-TIPOCTPAHCTBE

I1P-04-01-18

Bospacm demeii om 15 0o 17 nem

B 3ToM BO3pacTe NOAPOCTKH aKTHBHO MCIIONB3YIOT TIOMCKOBBIE MAILKHBL,
OJIE3YIOTCS DJIEKTPOHHOH MOYTOHM, CiIyk6aMH MIHOBEHHOro OOMeHa COOOIIEHHUSIMH,
CKaYMBAIOT MY3bIKy M (GHIBMBEL. Mankunkam B 3TOM BO3pacTe OONbINE 10 HpaBy
CMETaTh BCE OTPAaHMYEHHMs, OHM XXaXXIYyT IpyOoro IoMopa, a3apTHBIX HIP, KAPTHHOK
«UIst B3pOCIBIX». JIeBOUKH NPEANOYHTAIOT OOIIATECSA B HaTaX, IIPH 3TOM OHH ropasio
Oonee 4yBCTBUTENBHBI K CEKCYaJIbHBIM JJOMOraTe/ibcTBaM B MiHTepHeTe.

3ayacTyro B JaHHOM BO3pacTe POAUTEIISIM YK€ BeCbMa CIIOKHO KOHTPOJIMPOBATh
CBOMX JieTeH, Tak Kak 00 MHTepHeTe OHM yXe 3HAIOT 3HAYMTEIBHO OOJIBIIE CBOMX
poautened. Tem He MeHee, He OTHycKalTe JeTeli B «CBOOOAHOE ILIaBaHUE» I10
Hnurepnery. CrapaliTech akTHBHO y4acTBOBaTh B 001eHHH pebenka B MIHTepHeTe.

Baxno no-npexneMy cTporo cobmonaTts npaBmia MHrtepHeT-Ge30macHOCTH -
COIJIalICHHE MEXIY POAMTEILIMA M JeTbMH. Kpome Toro, HeoOXOOMMO Kak MOXHO
Haile IpocMaTpUBaTh OTYETHI O JiesaTeabHOCTH neTer B MHTepHete. Cnenyer o6paTtuTh
BHHMaHMe Ha HEOOXOOMMOCTh COAEPXKAHHS DPOTUTEILCKHX Iapoyie (maponei
aJIMMHUCTPaTOPOB) B CTPOIOM CeKpeTe H OOpaTHTh BHHMAaHHME HAa CTPOrOCTh JTHX
napoJjeH.

CoBeTsl 110 0€3011aCHOCTH B 3TOM Bo3pacte ot 15 g0 17 net

1. CospaiiTe cnmMcok AOMalIHMX NpaBMI moceineHus MHTepHeTa IpH y4acTHH
IOAPOCTKOB M Tpebyiite Oe3ycnoBHOro ero BeinoOJHeHHsA. OOGrosopure c
pebeHKOM CIMCOK 3alpellleHHBIX CaHTOB («YEPHBIH CIIMCOK»), Yackl paboTsl B
HuTepHeTe, pyKOBOACTBO 110 00menuio B iHTepHeTe (B TOM YHMCIIE B YaTax).

2. KoMmreroTep ¢ NOAKIIOYEHUEM K ceTH MIHTepHeT J0/KEeH HaxOAUThCs B 00LIeH
KOMHarTe.

3. He 3abniBaiite GecenoBaTh ¢ 1eThMH 00 MX Apy3bsix B IHTEpHETE, 0 TOM, 9eM
OHHM 3aHATHI TAKAM 00pa3oM, OyATO pedb HAET O APY3bAX B PEalbHOM KU3HU.
CrpamuBaiiTe 0 MOASX, C KOTOPEIMU A€TH OOLIAIOTCSA MOCPEACTBOM CIIYKO
MTHOBEHHOro obMeHa cOoOmeHUsIMH, YTOOBl YOEOUTHCSA, YTO 3TH JIOOHU UM
3HAKOMBEL.

4. Ucnone3yiite cpencrBa OJIOKHMpOBaHMS HEXEIATEJIBHOTO KOHTEHTA Kak
JIOTIOJIHEHHE K CTaHAAapPTHOMY POIMTENbECKOMY KOHTPOJIIO.

5. HeobxoauMo 3HaTh, KAKMMH 4YaTaMH I0JB3YyIOTCS Bamu geru. Iloowmpsiite
HCIIO/Ib30BAaHHE MOJCPUPYEMBIX 4YaTOB M HAcTauMBaiiTe, 4TOOBI [€TH HeE
00ILaJIMCh B IPUBATHOM PEXHME.

6. Hacrampaiite Ha TOM, 4YTOOBI J€TH HHKOIJA HE BCTPEYAIMCh JIUYHO C
Apy3bsMH u3 ceTd MHTepHeT.
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7. TlpuyumTe neTedi He BBIAABATH CBOIO JIMYHYI0O HHGOPMAIMIO CpeNCTBaMH
3JIEKTPOHHOM TOYTHI, 4aTOB, CHCTEM MIHOBEHHOro oOMeHa COOOIEHHAMH,
PETrMCTPAlIMOHHBIX  (GOpM, IHYHBIX NpoQMIed W TNpPH pPETUCTPAlMHM Ha
KOHKYpchI B IHTEpHETe.

8. Ilpuyunre pneredl He 3arpyXarb INporpamMMmbl 6e3 Bamiero paspemieHus.
OOBSACHHTE MM, YTO OHH MOTYT Clyd4alHO 3arpy3HMTh BHPYCBHl WIHM [PYyroe
HeXelaTeIbHOoe IPorpaMMHoe obecreyeHue.

9. Ilpuyuute Bamero peGerka coobuiaTh BaM O MOOBIX yrpo3ax MJIM TPEBOrax,
cBa3aHHBIX ¢ MHTepHeTOM. HaroMHuTe JeTsIM, YTO OHH B 6€3011aCHOCTH, eCIIH
CaMH pacckasajli BaM, O CBOMX yrpo3ax uiM Tpesorax. IloxBamure uX H
[IOCOBETY#Te IOJOMTH elle pa3 B NOJOOHBIX CIyYasX.

10.PacckaxuTte geTsM o nopHorpaduu B Murepnete. IloMorure UM 3allUTUTECS
ot crraMa. HayuuTe nopocTKkoB He BbIAaBaTh B IHTEpHETE CBOEro pearbHOIO
2JIEKTPOHHOIO ajpeca, He OTBeYaTb Ha HEXeJaTe/lbHble ITHChMa H
KCIIOJIB30BATH ClIEIIMAIbHBIE TIOYTOBBIE (PUIIBTPEL.

11.TTpuyuunte ce6si 3HAKOMUTBCSA C CalTaMH, KOTOPBIE IOCEIAOT MOAPOCTKH.

12.HayunTe fmeTeit yBakaTh JApyrdx B WHTepHeTe. YOeauTeCh, 4TO OHH 3HAIOT O
TOM, YTO [paBWJa XOpOLIEro IMOBEACHMS IEHCTBYIOT BE3[e — HaXe B
BHUPTYAJIbHOM MHPE.

13.065scHMTE [JETSAM, YTO HH B KOEM ciydae Henb3sl ucronb3oBaTh CeTh Hiis
XyJIUTAHCTBA, PACTIPOCTPAHEHH CIIETEH MIIM YIrPpo3 JIPYTHM JIHOISAM.

14.06cyaure ¢ TMOOPOCTKAMH IpoOIeMBl CETEBBIX a3apTHBIX MIP M HX
BO3MOXHEBIH puck. HamomuMTe, 9TO O€TH He MOryT MIpaTh B OTH HIDBI
COIJIACHO 32KOHY.

ITocTOSHHO KOHTpOJMpYiiTe ucnons3oBaHue VHTepHera Bammum pebenkom! Do
He HapyIIeHHE ero JUYHOrO IPOCTPAHCTBA, a MEPa NPeJOCTOPOXXHOCTH H MPOSBIICHHE
Baineii poUTeNsCKOM OTBETCTBEHHOCTH U 3a00THL
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